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Abstract

North Korea has expanded and enhanced its proliferation efforts around
the world since the end of the Cold War. Whether it is in the Middle
East, Africa, or even someplace as far away as Cuba, North Korea
continues to change its tactics, techniques, and procedures in order to
bring in money for the regime and to support the elite, as well as the
military and its programs. North Korea’s proliferation program really
consists of four key parts: 1) WMD and the platforms to carry them
(ballistic missiles), 2) conventional weapons sales, 3) refurbishment of
Soviet-era weapons for countries that still use them, and 4) technical and
military assistance and advising. These programs have continued in the
Kim Jong-un era, and have in some instances even expanded. North
Korean proliferation presents an international security dilemma that
policy makers should address in many nations — and take efforts to
contain. The profits from North Korea’s proliferation may be as high as
in the billions of dollars, but they are not used to support the country’s
largely malnourished populace. This is — and has been for many years —
a human rights issue.

Keywords: North Korea proliferation, North Korea human rights, North
Korea — Iran, North Korea — Syria, North Korea weapons sales.

North Korea’s active proliferation efforts have been a matter of
debate almost since the very moment that the Cold War ended. In fact,
some would have us believe that North Korea’s proliferation efforts
dropped off significantly with the end of the Cold War. For example, a
scholar well known for his analysis of North Korea recently stated,
“Opportunities for weapons sales have also clearly been on a downward
slide since their heyday in the 1980s, and more recently as a result of the
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combination of PSI and UN sanctions.” In fact, just the opposite is true.
North Korea’s sales of weapons, technology, and advising not only
continued in the 1990s — it flourished and grew more robust. The
number of countries the North Koreans proliferated to grew in the 1990s,
and remains quite diverse today.® In addition, it is now proven that North
Korea has proliferated nuclear technology to both Syria and Iran.
Indeed, these actions by North Korea have increased in scope and focus
because, since the end of the Cold War, they have become a basis for
helping to maintain the real economy in North Korea.

It is important to understand that the diverse and widespread
proliferation North Korea engages in constitutes a vital part of the
country’s economy. But in order to clearly define how large this portion
is and how it is maintained, one must first address North Korea’s tactics,
techniques, and procedures; how they have changed over the years; and
possible ways to deter, contain, or even stop Pyongyang’s proliferation.
Thus, this is what | will do in the first section of this essay. | will then
specifically address two key aspects of North Korea’s ongoing weapons
development programs: nuclear weapons and ballistic missiles. It is also
important to note that | will be doing this in the context of the new Kim
Jong-un era (since 2011). Therefore, the subject matter areas addressed
above, and the other key issues | will address in this article, will be
addressed in the contemporary context — a context that will show things
remain in “all systems go” mode in the Kim Jong-un era when it comes
to weapons development and proliferation.

Because there have been many who have questioned continued
proliferation by North Korea — even today — | will address several
specific case studies in this article. In this article, | will not cover every
case of proliferation North Korea engages in — there is simply not enough
room. But I will address what | consider to be the key examples of
proliferation that North Korea has engaged in recently. These examples
include North Korean proliferation to Iran, Syria, Cuba, Burma, and
several nations in Africa. | have chosen these particular examples
because North Korea’s proliferation to these nation-states has continued
— and in some cases increased — during the Kim Jong-un era. | will
conclude this essay by proposing what | consider to be realistic and
pragmatic policy suggestions.

DPRK Proliferation Tactics, Techniques, and Procedures: Can They
Be Stopped?
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The complexity that the DPRK uses in carrying out its ever-changing
and well organized proliferation activities around the world is perhaps
among the most important reasons that some analysts continue to assess
that North Korea’s military proliferation is much smaller and less
sophisticated than is actually now the case. Much of this complexity is
due to the rampant corruption that exists in North Korea.* North Korea
faced a great dilemma in 1991, when the Soviet Union collapsed. The
small communist nation needed to do something to make up for at least
some of the cash and resources that were lost when subsidies from the
USSR were cut off in 1990. The answer? Turning to military
proliferation for the profit of the Kim family and the regime. Thus a
conscious effort was undertaken to step up proliferation efforts following
the fall of the Soviet Union.> The goal of this section is to focus on the
tactics, techniques, and procedures of North Korea’s proliferation efforts
during the Kim Jong-un regime, from December 2011 through the
present.

A report by the UN issued in 2014 assessed that North Korea has
essentially ignored or worked around UN sanctions. The report
concluded that North Korea is using increasingly sophisticated methods
to evade sanctions. The report also notes that North Korea is taking
advantage of loose transshipment regulations, issuing false cargo
declarations, falsifying shipping documents, and taking a variety of other
actions meant to conceal proliferation activities. The report also made a
key point regarding North Korea’s proliferation efforts: it observed that
the DPRK is active in “refurbishment efforts” to maintain older 1960s
and 1970s vintage equipment in countries that still use it (like countries
in the Middle East and Africa). To quote the report, “[The DPRK] is
active in the refurbishment of arms produced in the former Soviet Union
in the 1960s and 1970s such as jet fighters, surface-to-air missile
systems, or antiaircraft cannons, submarines, main battle tanks, armored
personnel carriers, howitzers, multiple rocket launchers, and mortars.”
The 2014 UN report also stated that North Korea has no intention of
dismantling its WMD programs.” Front companies also appear to be
assisted by embassies in this effort, according to the UN report.® This
leads to a key aspect of North Korea’s proliferation. It essentially
involves four efforts:

- WMD and the platforms to carry them (ballistic missiles);
- Conventional weapons sales;
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- Refurbishment of Soviet-era weapons for countries that still
use them; and
- Technical and military assistance and advising.

According to economist Cho Bong-hyun, since Kim Jong-un has
taken over from his deceased father, the “informal economy” is thriving.
Cho states that the informal economy of the DPRK is worth somewhere
between $1 billion and $3 billion dollars.® This is actually a very
conservative estimate. The informal economy includes proliferation (as
discussed in this article) and illicit activities, such as drug manufacturing
and importation, and counterfeiting of American $100 bills and Western
brands of cigarettes — but the largest portion of this probably comes from
proliferation.

During 2013, the South Korean government was able to trace
hundreds of North Korean accounts in several countries estimated to be
worth up to $5 billion dollars in total. The countries with the dummy
accounts included China, Russia, Singapore, Switzerland, and
Australia.® Of course, according to this report and others, the biggest
“laundry and slush fund” accounts are in China. For example, in China,
since the shut down of the infamous Banco Delta Asia account, North
Korea has diversifie and has dozens of accounts for laundering its money
from proliferation and illicit activities at a variety of banks and bank
branches across the Chinese mainland.** During May of 2013, the Bank
of China announced it would close bank accounts held by North Korea’s
key bank, Foreign Trade Bank. Some cited this as evidence that China
was finally serious about cracking down on North Korea’s dirty money."
Some other banks in China have joined in this effort — but many banks in
China continue to launder (legally or illegally) North Korea’s money
from proliferation activities."

The U.S. has recently urged other nations to cut North Korea’s
financial links and to conduct investigations of questionable accounts.
But so far the jury is still out. Former George W. Bush administration
official David Asher has stated that financial sanctions — sanctions that
would harken back to 2005, when Banco Delta Asia set off a snowball
effect that truly hurt North Korea — are the key to taking truly useful
actions that would curb Pyongyang’s rogue state activities."* According
to “North Korea Watcher” Bradley Babson, the North Korean system of
banks, foreign exchange enterprises, and trading companies has evolved
in a fragmented way since the early 1990s (and the Soviet collapse).
This system is now so complex that it is difficult at times for even the
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North Korean government to control it. Of course, the natural outgrowth
of this has been corruption — which was likely at least partly to blame for
Kim’s key adviser, Jang Sung-taek, being executed. Jang was one of
several key individuals who helped funnel the monies from overseas into
slush funds and dummy bank accounts.”® His execution shows that the
Kim family intends to stay firmly in control of the continuing flow of
billions of dollars that no nation and no agency has been able to stop.

North Korea’s Nuclear and Ballistic Missile Programs in the Kim
Jong-un Era

It is important to note the progress in North Korea’s nuclear and
missile programs (the two North Korean military components that
receive the most attention from the international community) because
this is directly tied into Pyongyang’s proliferation to rogue states such as
Iran and Syria. Thus, in this section, | will address the progress made in
these two key programs in the Kim Jong-un era (from December 2011 to
2014). By understanding the statuses of the DPRK’s nuclear and missile
programs in terms of capabilities and deployment, we can also put into
context how the proliferation of WMD is such a key — and growing —
part of North Korea’s proliferation efforts.

In 2013, the South Korean Ministry of Unification announced that
there were 15 confirmed nuclear facilities or laboratories located at
Yongbyon — with others located elsewhere.'® By August of 2013, North
Korea had reportedly doubled the size of its centrifuge facilities for
creating highly enriched uranium (HEU) for nuclear weapons. This
facility alone (and there are likely other facilities), now clearly gives
North Korea the capability to produce more HEU for nuclear weapons, at
a faster rate.r” This disturbing information, combined with evidence that
North Korea may be able to independently produce crucial components
for centrifuges needed to produce HEU weapons, shows that North
Korea continues to advance and modernize its nuclear weaponization
program in the Kim Jong-un era.’® Alarmingly, Iranians were also
apparently present at North Korean nuclear tests — the last of which
appeared to be the most successful.*®

While North Korea continued to develop and expand its nuclear
facilities and apparently its nuclear weaponization capabilities in the
early stages of the Kim Jong-un era, Pyongyang’s missile programs and
related proliferation efforts were anything but stagnant. One of the key
developments in the North Korean ballistic missile program is a mobile
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ICBM known in the West as the KN-08. Based on reports from think
tanks that have analyzed this missile — a missile deemed capable of
hitting parts of the United States when operational — progress appears to
be proceeding fairly rapidly.?’ This is on top of the fact that North Korea
successfully tested the Taepodong-2 — a missile considered capable of
hitting Alaska and Hawaii at a minimum — through all three stages of its
flight in 2012.%* The Pacific Command commander, Admiral Samuel J.
Locklear, stated during November of 2013 that the KN-08 is a “serious
threat with the potential to hit the United States with a nuclear
warhead.”?

To make the North Korean missile capability picture even more
muddy (not that it has ever been clear), during the summer of 2013, it
became clear that the transporter-erector-launchers the North Koreans are
using for this new ICBM (KN-08) were purchased from a Chinese firm
in direct violation of sanctions. The Chinese government of course
denies that they knew these vehicles would be used for military
purposes.”®

These new missile developments (and nuclear weaponization
developments) are of course directly related to the evidence that links
North Korea to widespread and sophisticated proliferation during the
Kim Jong-un era. Because North Korea has a wide variety of ballistic
missiles with a variety of ranges, Pyongyang can sell its missiles to
almost anyone who wants or needs them (depending on what the client
wants). In fact, during the summer of 2013, a UK arms dealer acting as a
representative for a Central Asian country was offered missiles with a
range corresponding to the Musudan — a ballistic missile with a range of
approximately 4,000 kilometers. The individual was also offered small
arms and light weapons, GPS jammers, and MRL systems.* 1 will
describe a wide swath of military proliferation actions North Korea has
taken since 2011, but the bottom line is that many experts have now
consigned themselves to the fact that North Korea continues to get
around UN sanctions imposed in the wake of the country’s missile and
long-range ballistic missile tests.”® Meanwhile, reports in the South
Korean press during fall 2013 revealed that the North Koreans have built
underground silos in the far northern area of their nation. The missile
silos are apparently for housing medium-range ballistic missiles — such
as the aforementioned Musudan (or possibly even the Nodong). These
underground silos were built close to China — making targeting and
destruction of the sites difficult.?
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North Korean Proliferation to Iran in the Kim Jong-un Era

North Korea has had a long and lucrative relationship with Iran since
the early 1980s. Since then, North Korea has shipped ballistic missiles
(of nearly every kind produced by Pyongyang), military advisers,
engineers, technicians, and trainers to Iran. North Korea has shipped
nuclear technology, missile technology, conventional weapons, and
numerous spare parts to Iran. But they have also shipped conventional
weapons and spare parts to Iran’s proxy force, Hezbollah. This has, as |
said, been occurring for years. But the focus of this section of the article
will be to reflect on what North Korea has proliferated to Iran during the
Kim Jong-un era.

In February 2014, North Korea and Iran formally discussed an
expansion of ties between the two countries. It was obvious from the
public announcements following the meetings that Iran and North Korea
would continue to maintain strong bilateral ties despite numerous
cultural and political differences; in other words, it is all about the money
and the weapons.?’ While the public act of working together has
important symbolic importance, in reality, the two countries have
continued their very close relationship in arms dealing (North Korea
proliferates WMD and conventional weapons to Iran) during the Kim
Jong-un era. This is perhaps North Korea’s most important proliferation
relationship — and most profitable —and it has a long and diverse history
involving a variety of weapons systems.?® Indeed, since Kim Jong-un
took over the government following his father’s death, there have been
some very important developments in this relationship.

In the fall of 2013, it was revealed that Iranian technicians were
secretly visiting North Korea to take part in the joint development of a
new rocket booster for a long-range ballistic missile. Reportedly, several
groups from the Shahid Hemmat Industrial Group (SHIG) had visited
North Korea, as recently as in October 2013. SHIG is the group in Iran
that is reportedly in charge of building Tehran’s liquid-fueled ballistic
missiles. The Iranians were, according to reports, working with the
North Koreans on an 80-ton rocket booster that Pyongyang is
developing. The booster may be intended to boost the range of the
ICBM’s North Korea is developing.”® In fact, Iranian scientists and
engineers have reportedly been in North Korea on and off since 1993,
purchasing technology and WMD components, receiving training, and
acquiring weapons.® In fact, according to reports in the United States,
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Iran is financing much of the cost of North Korea’s ICBM programs in
exchange for technology and components. According to unnamed US
officials, Iran has “attended virtually all intermediate- and long-range
missile tests by North Korea.” These officials remarked that “North
Korean technology was determined to have helped Tehran complete its
recent missile development programs, including the solid-fuel Sejil.”*"

Iran’s development of WMD and the platforms that carry them has
progressed in the Kim Jong-un era beyond just the missile realm. In fact,
during 2013 some rather disturbing evidence was revealed about North
Korea’s assistance to Iran in a new nuclear weaponization program —
which would give Iran a two-track nuclear weaponization program just
like the one Pyongyang possesses. According to a variety of sources,
North Korea is assisting Iran with development of a Plutonium nuclear
reactor that could potentially produce fuel for nuclear weapons within
two to five years. Meir Dagan, the former director of the Mossad in
Israel, told reporters in South Korea that North Korea has “played a
major role in the building of a Plutonium reactor in Iran.”** With North
Korea providing the technical expertise, scientific knowledge, and
engineers and workers to assist Iran with its new Plutonium program,
Pyongyang has now become an abettor of the key threat in the Middle
East to the security and stability of Israel.*®* North Korea has already
been assisting Iran with its highly enriched uranium program for many
years — and Iranians were present at North Korea’s last underground
nuclear test.*

North Korea Proliferation to Syria in the Kim Jong-un Era

North Korea has been proliferating chemical weapons, ballistic
missiles, conventional arms, and advisers, trainers, engineers, and
technicians for a variety of projects to Syria for many years. But in the
1990s these efforts really picked up steam. In fact, one of the principle
“front men” for coordinating proliferation and support operations is Syria
is the all-powerful Kim Kyok-sik, one of the key elite figures in North
Korea. Kim was the deputy military attaché to Syria back in the early
1970s.* But North Korean proliferation — in the forms that | addressed
earlier in this article — has been stepped up significantly during the Kim
Jong-un era in light of a needy Syrian customer fighting a civil war.
(North Korea has also supported Syria through proliferation and advisers
in past conflicts.)36 In this section, | will address this issue, and the fact
that it is perhaps the most compelling proliferation dilemma regarding

98 International Journal of Korean Studies e Spring 2014



North Korea since the death of Kim Jong-il.

The evidence supports an assessment that Kim Jong-un’s era has
ushered in a new period of proliferation to and support of the Syrian
regime. In fact, Kim Jong-un himself reportedly discussed how North
Korea could best increase support (as long as they were compensated) to
Syria in a meeting on July 24, 2013 with a visiting Syrian government
delegation. According to reports from 2013, the North Koreans have
increased the number of advisers assisting Syria’s defense ministry —
particularly in facilities near the city of Aleppo, where they have
supported engineering and construction to repair destroyed military
infrastructure, assisted in operational planning, and even supervised
combat artillery warfare.*’ According to a member of the non-
government Syrian dissident group the Syrian Observatory for Human
Rights, during the summer of 2013, there were 11 to 15 North Korean
advisers serving in a variety of areas near Aleppo — including with
combat units.® According to sources in the Lebanese press, there were
“...confirmed reports that officers from North Korea are present with
regular forces, and aiding them with logistics and operational plans in
Aleppo.”® In fact, according to Middle Eastern security officials, North
Koreans and Iranians were working together in an operations room for
the Syrian army, as it looked to a possible showdown with Western
powers during the summer of 2013. The advisers from Iran and North
Korea were reportedly working together to strengthen Syria’s air defense
systems and to help maintain the Syrian regime’s missile arsenal.”® Syria
was of course using up many of its Scuds — and still is — by launching
them at its own people.

During November 2013, still more evidence was revealed about
North Korean proliferation and assistance to the Syrian military.
According to several reports, North Korean pilots — about 15 of them —
were flying combat helicopter sorties for the Syrian air force. This
obviously augmented the support to Syrian ground forces discussed
above. Reportedly, the North Korean pilots are likely to be flying either
Mi-2’s or Mi-8’s for the Syrian air force. The pilots have actually been
observed in the cockpits of Syrian military helicopters during air strikes
against rebel positions in the Syrian civil war. This of course augments
the many times that North Korean advisers have been spotted in combat
artillery and ballistic missile (Scud) units.**

While advisers in key units are important, there is even more
compelling data on North Korea’s proliferation of weapons and advising.
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According to the Israeli press, North Korea is helping Syria to rebuild its
missile capability. This of course should not come as a surprise, since
the Syrian army has fired many Scud missiles at rebel forces during their
civil war. Ballistic missiles in any war would need to be replaced or
repaired. According to reports, the North Koreans have provided (for a
price, of course) the technology to convert chemical weapons into
warheads for missiles (presumably Scuds). They are also helping the
Syrians to repair damaged missiles. The North Koreans assisting the
Syrians are said to be contracted by the Syrian Scientific Studies and
Research Center (SSRC). The North Koreans are using the front
company of “Tangun General Corporation” — and others. The North
Koreans actually designed and built Syria’s chemical weapons and
missile facilities. Pyongyang has reportedly bolstered missile
cooperation with Syria through secret agreements signed in 2012. The
money to pay the North Koreans is said to come from Iranian financing
and Syrian “bartering” with agricultural goods. Other information that
has emerged recently indicates that Tangun Trading Corporation is
working with SSRC at a compound known as “Project 99.” At this
compound, they are allegedly working on improving the range of Scud-D
missiles, which currently have a range of about 435 miles. The need to
produce large numbers of ballistic missiles is key, since the Syrian army
is utilizing its Scuds to conduct operations against the rebel forces. That
the North Koreans are refurbishing Syria’s existing missiles and helping
to manufacture new ones also means that the Syrians and North Koreans
can bypass sanctions targeting aircraft or maritime platforms.*

Of course, while North Korea has been assisting Syria with a variety
of military programs being used to fight the rebels in the latter’s ongoing
civil war, perhaps the most compelling program being supported is
Syria’s chemical weapons. According to a variety of sources, North
Korea is playing a vital role in Syria’s chemical weapons program — the
program used against Syrian citizens. In addition to the sales of the
chemical weapons systems, the construction of chemical weapons
facilities, and the advisers actually helping Syrian troops in combat
zones, North Korea reportedly is providing “after-sales” services to their
Syrian customers.”® In other words, the North Koreans are participating
in the program from “cradle to grave.”
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In 2013, a UN panel found that there was a variety of evidence
pointing to North Korea’s proliferation of chemical weapons and related
materials to Syria.** According to reports from UN-backed inspectors
who have been destroying chemical weapons in Syria, the items being
destroyed included rockets and artillery shells filled with chemical
agents.”® And thus we see a clear pattern: North Korea has supplied
chemical weapons to Syria (along with training) for many years. As civil
war broke out, North Korea deployed military advisers to both artillery
units and ballistic missile units. Advisers were present at missile and
chemical weapons fabrication facilities already, but their numbers were
likely increased because of the ongoing civil war. These specialists then
helped the Syrians to couple the chemical weapons to the artillery and
missile platforms that launched them against the Syrian rebels. North
Koreans likely assisted in the launching of these chemical weapons
against rebels. To make matters worse, according to a defecting Syrian
army officer, “a large part” of Syria’s chemical weapons were removed
from storage at Mount Qassioun in Syria, possibly during the fall of
2012. The weapons were then transferred via civilian vehicles driven by
Hezbollah troops to locations in the Begaa Valley in Lebanon.® If this
officer’s report is true, it means that Hezbollah is now in possession of
large quantities of deadly, North Korean-manufactured chemical
weapons.

North Korean Proliferation to Burma in the Kim Jong-un Era: Still
an Issue?

North Korea’s relationship with Burma has had many people
scratching their heads for many years — myself included. In 1983, North
Korea detonated a bomb in Rangoon that killed several members of then-
President Chun’s cabinet.”’ Despite this event, a budding relationship
grew between the two nations during the 1990s and the Kim Jong-il era.
North Korea sold a variety of conventional weapons to Burma and
helped the then-pariah state to build underground tunnels for a variety of
military purposes. There is even evidence that Pyongyang was helping
the Rangoon government to build a nuclear weapons program.®® Like
many other analysts, |1 was simply stunned several years ago when the
evidence pointed to these aspects of Burma’s relationship with
Pyongyang — including acquiring a nuclear weaponization program. The
ultimate question is, of course, “why?” This question has never been
answered.
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Things have most definitely changed in Burma. The formerly highly
isolated government has now taken significant steps toward democracy,
has addressed human rights issues with its own people (although we shall
see how far this goes), and has told American diplomats that the
government has severed it military and proliferation ties with North
Korea. And yet the evidence continues to indicate that Burma’s military
relationship with North Korea — and it nuclear weapons development
program being built with North Korean assistance — continues.*

Despite calls for caution, the Obama administration has moved
toward a closer relationship with Rangoon, and eased many sanctions
that were formerly in place. But the evidence continues to show that
Burma has not abandoned its dream of a nuclear weaponization program
or its relationship with North Korea. It appears that Pyongyang and
Rangoon have decided to be more discreet about their relationship —
something the North Koreans are very good at. During July 2013, the
Obama administration sanctioned Burmese Lieutenant General Thein
Htay, who is in charge of Burma’s Directorate of Defense Industries.
The general leads a missile research and development facility in Burma.
The administration’s action prohibited U.S. citizens from conducting
transactions with the Burmese general and froze any assets he may have
had in the United States. Oddly, the Obama administration specifically
did not target the government of Burma, which the spokesman for the
White House said has, “continued to take positive steps in severing its
military ties with North Korea.”®® This is strange, in my view, since such
a statement assumes that the Burmese general (and presumably others) is
“acting on his own without the knowledge of the government,” which
would be very unusual for a man developing missiles and nuclear
weapons. Thus, the questions regarding North Korea’s (perhaps)
ongoing proliferation to Burma continue.

The Strange Case of North Korean Proliferation to Cuba

During July 2013, Panamanian authorities in the Panama Canal
seized a North Korean cargo ship transiting from Cuba that had declared
it was carrying sugar. Reportedly, Panamanian authorities were tipped
off by the American government, which had been monitoring the ship’s
activities. The Panamanian authorities detained the crew and its captain
— who originally violently resisted their efforts to search the ship. Cuba
almost immediately declared that the ship was carrying “obsolete”
military parts and systems bound to North Korea for repair and return.
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The Cuban government also told Panama that the ship was carrying a
sugar donation to the North Koreans. The initial search of the ship
uncovered, under tons of sugar, anti-aircraft missile systems, several
types of ammunition, and two MiG-21s with spare parts and engines.™

After a complete search of the North Korean cargo ship, it became
obvious that the “repair and return” mission was probably only part of
what was going on. A total of 25 shipping containers and six vehicles
were found beneath approximately 200,000 bags of sugar. The shipment
(in addition to the MiGs and anti-aircraft systems) was revealed to
include a wide variety of small arms and ammunition, conventional
artillery ammunition, anti-tank guns, howitzer artillery systems, batteries,
night vision goggles, rocket propelled grenades, and other items. Much
of the gear was still in its original packing cases. Thus, it appears the
mission of the cargo ship was two-fold. The North Koreans were
probably going to repair some of the systems, and were likely purchasing
others. The Panamanian government contacted the UN to bring
international inspectors in, fined the North Korean government, and
continued to temporarily detain the North Korean crew. The cargo and
mission of the ship were clearly a violation of UN sanctions on North
Korea.*®

The capture of a North Korean cargo ship and Cuba’s admission that
it was secretly having its weapons refurbished by the North Koreans
revealed still more evidence about a thriving practice the North Koreans
have of repairing aging Soviet-era equipment for the many countries that
still use it. This was clearly at least partially the case with the ship
carrying weapons through the Panama Canal. This most recent deal was
apparently brokered by Kim family insider Kim Kyok-sik on a trip he
made to Cuba. Eventually, North Korea paid the fine and the ship was
returned — along with the entire crew. According to recent reports,
another very similar cargo ship made the same trip from North Korea to
Cuba, and then returned through the Panama Canal. In fact, according to
maritime tracking records, five North Korean ships have gone through
the Panama Canal since 2008 — suggesting that this is a fairly routine
proliferation venue.”®

North Korean Proliferation to African Nations in the Kim Jong-un
Era

It should be obvious from the events that occurred vis-a-vis Cuba
during 2013 that North Korea’s thriving industry of supplying spare
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parts, maintenance, and training for countries that continue to use Soviet-
era weaponry is alive and well. In fact, according to Jeffrey Lewis of the
Monterey Institute for International Studies, the North Korean
“refurbishment” story clears up the mystery of who was upgrading and
maintaining Cuba’s military equipment — since Russia is apparently not
doing it. In addition, the fact that North Korea will often take barter
instead of hard currency for its services (and has operated this way for
many years) makes the North Koreans a very attractive government to
deal with.>* But North Korea also markets its goods and services — which
are badly needed — to another key area of the world that has proven to be
quite lucrative for Pyongyang since the end of the Cold War: Africa.

There are so many countries in Africa that North Korea provides
goods and services to that, in the interest of space, | cannot list all of the
activities here. | will instead focus on the proliferation activities (not all
of them, but just the key activities) that have occurred since the
beginning of the Kim Jong-un era. African countries that North Korea
continues to sell military weapons, refurbishment, and training to in the
Kim Jong-un era include, but are not limited to, Ethiopia, Eritrea, Congo
(Brazzaville), the Democratic Republic of the Congo (DRC), Zimbabwe,
Uganda, and even Egypt.>® | will go through some key examples of this
proliferation as we progress through the rest of this essay.

During the summer of 2013, North Korean Vice Minister Ri Song
Chol of the Ministry of Peoples Security visited Uganda and signed yet
another memorandum of understanding with that African nation
regarding contracted North Korean support for its police forces, its
maritime security forces, and perhaps even its secretive security units.*
Yet another African nation that North Korea continues to do business
with is Eritrea. This is fitting with the North Korean modus operandi of
dealing with isolated countries that find it hard to do business with most
nation-states that follow international norms — a factor that North Korea
of course considers to be to its advantage.”” At least some of the arms
that North Korea has sold to Eritrea have likely ended up in the hands of
the terrorist group al-Shabaab.®

Ironically, North Korea — for many years — has apparently been
supplying arms, maintenance, and training to both Eritrea and Ethiopia,
two nations that have been at war off and on almost constantly for many
years. In Ethiopia, North Korea has long been an arms supplier, trained
Ethiopian troops, and even participated in some combat operations.
According to a variety of sources, the United States even looked the
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other way in 2007, as Ethiopia’s army took on military shipments from
the North Koreans in order to conduct an offensive into Somalia.® The
provision of arms, maintenance, and training continues today, amid
reports that that North Korea is now helping Ethiopia develop its
munitions factories.*® Farther south, North Korea is said to be trading
arms imports and training for uranium mining rights in Zimbabwe and
the DRC. North Korea is said to be providing such small arms as the
“Type 58 assault rifle. The leadership of the DRC is reportedly helping
to smuggle the uranium out of Africa for North Korea (probably in
exchange for arms). The arms deal with Zimbabwe, which is ongoing,
reportedly includes a multi-million dollar cash deal in addition to
granting of mining rights.®*

Moving back north in Africa, even as a “cultural cooperation”
agreement was being signed between North Korea and Egypt in 2013,
press sources published information that was said to have been leaked
from American intelligence officials — evidence suggesting the North
Koreans have been helping the Egyptians to upgrade the capabilities of
their ballistic missiles (Scuds).®? The Egyptians actually were the first
ones to give the North Koreans a Scud missile — back in the late 1970s
(probably for a price). Of course, the North Koreans then used it to
produce several different kinds of ballistic missiles, and then assisted the
Egyptians in being able to produce them on their own soil. So, literally,
the North Koreans got a ballistic missile from the Egyptians, used it as
the basis for much of their missile program, and then turned around and
proliferated these missiles — for a price — to the Egyptians. The military
relationship — and economic relationship — continues today.*®

Conclusion

Hopefully, it is obvious from this essay that North Korea has made a
concerted effort under the Kim Jong-un government to maintain the high
level of military proliferation around the world that existed under Kim
Jong-il. In fact, we have seen the level of proliferation even go to a
higher level in places like Syria over the past two years (roughly since
the beginning of 2012).** But what does this have to do with human
rights in North Korea? The high level of proliferation North Korea has
maintained during the Kim Jong-il era has made a great deal of money
for the government in Pyongyang. The question is, how much? Larry
Niksch, a retired Congressional Research Service analyst and adjunct
Center for Strategic and International Studies (CSIS) fellow, estimated in
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2011 that North Korea earns “between $1.5 billion and $2.0 billion
annually from its multi-faceted collaboration with Iran (including support
for the terrorist groups Hezbollah and Hamas).”® Iran is certainly North
Korea’s biggest customer — and has been for many years (and these
efforts may have increased more since 2011 because of North Korea’s
support to Hezbollah).®® And yet, as this essay has shown, North Korea
has many customers, literally around the world. And some of this has
even increased over the past 2-5 years (Syria is an excellent example).

Thus, we are led back to the difficult issue of just how much North
Korea is making in profits off of all these efforts. The answer appears to
be in the billions of dollars. While some may opine that this is an
overestimate, the complexity and largesse of these proliferation
operations suggest otherwise. That leads us to the next issue — in fact the
issue — of why this is a human rights concern. Is Pyongyang a
government under numerous sanctions struggling to use proliferation to
help take care of its people? The answer is no. These billions of dollars
are instead used to take care of the North Korean elite; develop WMD
programs, including ballistic missiles and nuclear weapons; and maintain
the country’s military.*” Thus, the United States, South Korea, and the
world must intensify efforts to contain North Korea’s proliferation,
because all the DPRK’s proliferation does is maintain a rogue
government in power at the expense of millions of malnourished and
oppressed people.
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